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https://github.com/npm/cli/network/dependencies
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~80-90% of all code in distributed 

applications is Open Source 
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On average, vulnerabilities go 
undetected for four years before 

being identified. 

Sometimes, even longer than that: 
Log4j was vulnerable for ~7 years 
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180+ days
Mean time to remediate (MTTR)

Industry norm 
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Source Package

Dependencies

Build ConsumerDeveloper

! !! !

!

! !!



18devopsjournal.io

DLL injected into the 
build pipeline of 

SolarWinds

Build Artefact 
released

Downloaded by 
18.000 customers 

(government + private 
users)

https://xpir.it/Solorigate
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npm install crossenv

npm install cross-env
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Steals all your 
environment variables

Normal package



npm install @babel/helper-regex
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npm install @azure/core-tracing

vs 

npm install core-tracing

→ 218 packages squatted
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And this is only getting worse!
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Checks package + version against 
CVE databases



npm audit
•
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https://registry.npmjs.org/-/npm/v1/security/advisories/bulk
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registry=https://registry.npmjs.org/

@myscope:registry=https://mycustomregistry.example.org
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30devopsjournal.io https://github.com/actions/dependency-review-action
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Some of those become a security risk!

Mistakes happen



Everyone wants to shift security left…

Development Build Test/QA Production Breach

Remediation 

Costs 

SDLC 

Stages 
Develop Build Test Deploy Breach

$80 $240
$960

$7,600

Security Shifting Left

$3.9m

Source: Ponemon Institute Cost of a Data Breach 2020



… but the industry has been trying
to shift left for at least a decade

IBM Security Systems report, 2012
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PipelinesPackages/Source

https://owasp-scvs.gitbook.io
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L1 L2 L3 L4



38devopsjournal.io https://owasp-scvs.gitbook.io



•

•

•

•

•

39devopsjournal.io

https://github.com/devops-actions/.github


40devopsjournal.io

•

•

•

•

https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io

https://github.com/wulfland/AccelerateDevOps/blob/main/.github/workflows/sbom.yml
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https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io

https://github.com/devops-actions/issue-comment-tag/blob/main/.github/workflows/testing.yml
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https://github.com/actions/virtual-environments/blob/ubuntu20/20220227.1/images/linux/Ubuntu2004-Readme.md 

https://github.com/actions/virtual-environments/blob/ubuntu20/20220227.1/images/linux/Ubuntu2004-Readme.md
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https://xpir.it/universe-2021
https://github.com/rajbos/demo-actions/blob/main/.github/workflows/harden-runner.yml
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Defcon ‘23: 
https://www.paloaltonetworks.com/blog/prisma-cloud/github-actions-worm-dependencies/

Compromised 
repo

Find workflow 
with vulnerable 

actions

Action 
dependencies 

(npm packages / 
other actions)

npm package with 
registered email 

address

Buy expiring email 
domain,

Reset 2FA
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https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io

https://github.com/devops-actions/issue-comment-tag/releases
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https://github.com/SigStore/cosign
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Microsoft MVP + MCT | GitHub Star

GitHub Accredited Trainer

LinkedIn Learning Instructor (GitHub subjects)

Book author: “GitHub Actions in Action”

Blogger: https://devopsjournal.io 

Rob Bos

https://devopsjournal.io/


Protect yourself against 
supply chain attacks

https://myoctocat.com/

	Default Section
	Slide 2
	Slide 3: Security issues are ubiquitous
	Slide 4: Governmental Regulations
	Slide 5: Governmental Regulations
	Slide 7: Topics
	Slide 8: Supply Chain - Dependencies
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13: Supply chain depth
	Slide 14
	Slide 15
	Slide 16
	Slide 17: Attack entries
	Slide 18: Solorigate / SolarWinds – Orion SolarWinds produces Network monitoring software
	Slide 19: Supply Chain Confusion
	Slide 20: Typo squatting 101
	Slide 21: Add Namespaces
	Slide 22: March 2022 – Namespace confusion
	Slide 23: Timelines
	Slide 24: Typo squatting 101
	Slide 25: Protect yourself
	Slide 26: Protect yourself
	Slide 27: npm audit - results
	Slide 28: npm install -g npq
	Slide 29: .npmrc - misconfiguration
	Slide 30: dependency-review-action
	Slide 31: Topics
	Slide 32
	Slide 33
	Slide 34
	Slide 35: Frameworks
	Slide 36: OWASP SCVS:  Software Component Verification Standard
	Slide 37: OWASP SCVS
	Slide 38: OWASP SCVS – V1 Inventory
	Slide 39: V1 - Inventory
	Slide 40: OWASP SCVS - V2 Software Bill of Materials 
	Slide 41: V2 Software Bill of Materials 
	Slide 42: V2 Software Bill of Materials - demo 
	Slide 43: V2 Software Bill of Materials - demo 
	Slide 44: OWASP SCVS V3 – Build Environment
	Slide 45: OWASP SCVS V3 – Build Environment
	Slide 46: V3 – Build Environment
	Slide 47: V3 – Build Environment - demo
	Slide 48: V3 – Build Environment - demo
	Slide 49: What happens during build?
	Slide 50: GitHub Actions attacks
	Slide 51: OWASP SCVS V4 – Package management
	Slide 52: OWASP SCVS V4 – Package management
	Slide 53: OWASP SCVS V5 - Component Analysis
	Slide 54: V5 - Component Analysis
	Slide 55: OWASP SCVS V6  - Pedigree and Provenance
	Slide 56: V6  - Pedigree and Provenance
	Slide 57: V6  - Pedigree and Provenance
	Slide 58: Wrap up: Supply Chain - Dependencies
	Slide 59: Wrap up – topics:
	Slide 60
	Slide 61


