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~80-90% of all code in distributed 

applications is Open Source 
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On average, vulnerabilities go 
undetected for four years before 

being identified. 

Sometimes, even longer than that: 
Log4j was vulnerable for ~7 years 
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180+ days
Mean time to remediate (MTTR)

Industry norm 
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Source Package

Dependencies

Build ConsumerDeveloper

! !! !

!

! !!

https://xpir.it/Solorigate
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npm install crossenv

npm install cross-env

18devopsjournal.io

Steals all your 
environment variables

Normal package



npm install @babel/helper-regex
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npm install @azure/core-tracing

vs 

npm install core-tracing

→ 218 packages squatted
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And this is only getting worse!
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Checks package + version against 
CVE databases



npm audit
•

•
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https://registry.npmjs.org/-/npm/v1/security/advisories/bulk
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registry=https://registry.npmjs.org/

@myscope:registry=https://mycustomregistry.example.org
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Some of those become a security risk!

Mistakes happen



Everyone wants to shift security left…

Development Build Test/QA Production Breach

Remediation 

Costs 

SDLC 

Stages 
Develop Build Test Deploy Breach

$80 $240
$960

$7,600

Security Shifting Left

$3.9m

Source: Ponemon Institute Cost of a Data Breach 2020



… but the industry has been trying
to shift left for at least a decade

IBM Security Systems report, 2012
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PipelinesPackages/Source

https://owasp-scvs.gitbook.io
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L1 L2 L3 L4
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https://github.com/devops-actions/issue-comment-tag
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https://owasp-scvs.gitbook.io
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https://github.com/wulfland/AccelerateDevOps/blob/main/.github/workflows/sbom.yml
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https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io

https://github.com/devops-actions/issue-comment-tag/blob/main/.github/workflows/testing.yml
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https://github.com/actions/virtual-environments/blob/ubuntu20/20220227.1/images/linux/Ubuntu2004-Readme.md

https://github.com/actions/virtual-environments/blob/ubuntu20/20220227.1/images/linux/Ubuntu2004-Readme.md
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https://xpir.it/universe-2021
https://github.com/rajbos/demo-actions/blob/main/.github/workflows/harden-runner.yml
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https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io

https://github.com/devops-actions/issue-comment-tag/releases
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https://github.com/SigStore/cosign
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Protect yourself against 
supply chain attacks

https://myoctocat.com/
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