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https://myoctocat.com/
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→

→

< />
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Source Package

Dependencies

Build ConsumerDeveloper

! !! !

!

! !!

https://xpir.it/Solorigate
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npm install crossenv

npm install cross-env
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Steals all your 
environment variables

Normal package

Example from 2017, went undetected for 2 weeks



npm install @babel/helper-regex
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npm install @azure/core-tracing

vs 

npm install core-tracing

→ 218 packages squatted
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Checks package + version against 
CVE databases



npm audit
•

•

•
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https://registry.npmjs.org/-/npm/v1/security/advisories/bulk
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registry=https://registry.npmjs.org/

@myscope:registry=https://mycustomregistry.example.org
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https://github.com/actions/dependency-review-action
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https://slsa.dev/


•
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PipelinesPackages/Containers/Source

https://owasp-scvs.gitbook.io
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https://github.com/npm/cli/network/dependencies
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https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io

https://github.com/wulfland/AccelerateDevOps/actions/runs/3176320773


34@robbos81 https://owasp-scvs.gitbook.io



35@robbos81



36@robbos81

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io

https://github.com/devops-actions/issue-comment-tag/actions
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https://github.com/actions/virtual-environments/blob/ubuntu20/20220227.1/images/linux/Ubuntu2004-Readme.md

https://github.com/actions/virtual-environments/blob/ubuntu20/20220227.1/images/linux/Ubuntu2004-Readme.md
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https://owasp-scvs.gitbook.io
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https://xpir.it/package-signing
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https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io
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https://github.com/Microsoft-Bootcamp/attendee-rajbos/security/code-scanning


46@robbos81



47@robbos81

Entrypoint of data flow
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https://owasp-scvs.gitbook.io
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https://owasp-scvs.gitbook.io

https://github.com/npm/cli/releases
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https://github.com/SigStore/cosign
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